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Capabilities
JavaScript can be used to validate user input data
It can reject out-of-bound values
It can check for malicious user behavior, such as inputting an SQL statement when a name or other input is requested
JavaScript can be used to store cookies on the user’s machine
Cookies can store information about the user’s interactions
These things should never be done
JavaScript executes on the browser.
The user can override anything on the browser by rewriting scripts.
Never use JavaScript or any other client-side scripting program when security is important.
Things to do for Security
Do all input validation on the server side (using PHP or some other server-side programming language).
Never trust user input. It is all to easy to make an attack when entering “input”.
Cookies on the user’s computer must be encrypted.
