Questions for Chapters 3 and 4
SSL/TLS
1.	What cryptographic system standard dominates for secure communication between browsers and e-commerce sites?
2.	Why does the teacher call this cryptographic system SSL/TLS?
3.	Why is it attractive for browser–e-commerce secure communication?
4.	In terms of cryptographic protections, what does CIA mean? Note that this is different from the CIA of security goals.
5.	In cryptography, what is a cipher?
7.	In symmetric key encryption, how many keys are used in two-way communication.
8.	Why is key length important?
9.	What is the best cipher for symmetric key encryption? Why is it attractive?
10.	What two protections are provided for each message in message-by-message transmission?
11.	What two protections does an HMAC provide?
12.	What are the three handshaking stages in setting up a cryptographic session.
13.	When public key encryption is used for confidentiality in keying, what key does the sender use to encrypt the transmission?
14.	When public key encryption is used for authentication, who are the three parties involved? What message does the supplicant encrypt for authentication? What key does the supplicant use to do the encryption? What key does the verifier use to test the message the supplicant sends? (Be very careful.) How does the verifier get this key? What is the file called that contains the key? From what organization does the verifier get this key?
15.	What must the browser do to check the digital certificate the webserver sends it?
16.	In FTP, why is it important to manage cipher suites carefully?
17.	SSL/TLS does not use formal authentication. What happens if the webserver sends a false digital certificate?
18.	Fill in the rest of the following table.
	Method
	Used in Confidentiality?
	Used in Authentication?

	Symmetric Key Encryption
	Yes
	

	Encryption with Public Key
	
	

	Encryption with Private Key
	
	

	Hashing
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