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The Threat Environment:
Attackers and Their Attacks

1.	In terms of security goals, explain the meaning of each term in CIA
2.	List the categories of attackers.
3.	What is the predominant type of attacker today?
4.	Distinguish between detective and corrective countermeasures.
5.	Why are employees and ex-employees especially dangerous?
6.	What type of employee is the most dangerous?
7.	What is malware?
8.	What can some worms do that viruses cannot? Why is this dangerous?
9.	In malware, what is a payload?
10.	How does nonmobile malware get on computers?
11.	What are Trojan horse downloaders?
12.	What a rootkits? Why are they dangerous?
13.	What is mobile code?
14.	What is the definition of social engineering? Give an example.
15.	Distinguish between the two types of probe packets. Distinguish between probes and exploit packets.
16.	What kinds of attacks can bots make?
17.	What are script kiddies? Why are they dangerous?
18.	List two things you did not know about the criminal era before this class.
19.	Distinguish between carding and identity theft. Why is identity theft more serious?
20.	What are trade secrets? What legal protections do they have? What must a company do to keep this protection?
