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d. Why is identity theft more serious than credit card number theft?
e. How do criminals usually get the information they need for credit card theft and identity

theft?
f. How can companies be harmed if they allow personal information in their control to

be stolen?
g. What is corporate identity theft?

COMPETITOR THREATS

Corporate competitors can also be attackers. They can engage in many types of
attacks. We will focus on attacks on confidentiality and attacks on availability.

Commercial Espionage

In public intelligence gathering, a competitor will look at a companyÕs website and
other public information to find information that the victim company itself divulges.
The competitor may also check Facebook pages for employees and other public
information.

There have been few court cases to test the legality of such actions, but by def-
inition, trade secrets are only protected by law if a company makes a reasonable
effort to keep them secret. Note that Herculean efforts are not necessaryÑonly
reasonable efforts, which reflect the sensitivity of the asset and security practices in
the industry.

Trade secrets are only protected by law if a company makes a reasonable effort to
keep them secret.

Commercial Espionage
Attacks on confidentiality
Public information gathering

Company website and public documents
Facebook pages of employees, etc.

Trade secret espionage
May only be litigated if a company has provided reasonable protection for those secrets
Reasonableness reflects the sensitivity of the secret and industry security practices

Trade secret theft
Theft through interception, hacking, and other traditional cybercrimes
Bribe an employee
Hire your ex-employee and soliciting or accept trade secrets

National intelligence agencies engage in commercial espionage

Denial-of-Service Attacks
Attacks on availability
Rare but can be devastating

FIGURE 1-14 Competitor Threats (Study Figure)
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Cyberwar

Today, when countries go to war, they use guns and bombs. However, they can also
do extreme damage using computers. Cyberwar consists of computer-based attacks
made by national governments.

Cyberwar consists of computer-based attacks made by national governments.

¥ Before physical hostilities commence, combatants can engage in computer
espionage to learn their adversariesÕ secrets. China is particularly active in
cyberwar espionage.84 Cyberespionage from China has been a serious problem
since 1999.85

¥ When physical hostilities do occur, countries can use cyberwar attacks to
do massive damage to one anotherÕs financial infrastructures, to disrupt one
anotherÕs communication infrastructures, and to damage the countryÕs IT
infrastructure.

Nightmare Threats
Potential for far greater attacks than those caused by criminal attackers

Cyberwar
Computer-based attacks by national governments
Espionage
Cyber-only attacks to damage financial and communication infrastructure
To augment conventional physical attacks

Attack IT infrastructure along with physical attacks (or in place of physical attacks)
Paralyze enemy command and control
Engage in propaganda attacks

Cyberterror
Attacks by terrorists or terrorist groups
May attack IT resources directly
Use the Internet for recruitment and coordination
Use the Internet to augment physical attacks

Disrupt communication among first responders
Use cyberattacks to increase terror in physical attacks

Turn to computer crime to fund their attacks

FIGURE 1-15 Cyberwar and Cyberterror (Study Figure)

84 Dawn S. Onley and Patience Wait, ÒRed Storm Rising,Ó GCN.com, August 21, 2006. Keith Epstein,
ÒChina Stealing U.S. Computer Data, Says Commission,Ó Business Week, November 21, 2008. http://www.
businessweek.com/bwdaily/dnflash/content/nov2008/db20081121_440892.htm.
85 Daniel Verton and L. Scott Tillett, ÒDOD Confirms Cyberattack ÔSomething NewÕ,Ó Cnn.com, March 6,
1999. http://www.cnn.com/TECH/computing/9903/06/dod.hacker.update.idg/index.html.
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In addition, every time victims create countermeasures, attackers analyze those
countermeasures and often find ways to get around them. Security does not deal
with programming error; it deals with intelligent adversaries who constantly adapt
to corporate efforts.

Finally, attacks always grow more sophisticated and severe. In the National
Security Agency, people frequently cite the dictum, ÒAttacks always get better; they
never get worse.Ó90

TEST YOUR UNDERSTANDING

17. In what three broad ways is the threat environment likely to change in the future?

Synopsis

We began this chapter by looking at several important pieces of security terminol-
ogy. We first looked at the three security goals: confidentiality, integrity, and
availability. We then defined the term incidents (also called breaches or compromises).
Finally, we defined countermeasures (also called safeguards or controls). Controls
generally are classified as preventive, detective, and corrective. This introduction
ended with an important case exampleÑthe break-ins at TJXÑwhich illustrates the
complexity of real security situations.

Although many people envision attacks arriving over the Internet when they
think about IT security, many security professionals believe that employees and
ex-employees are the biggest threat facing corporations and that IT security profes-
sionals represent the biggest threat of all. Employees engage in a broad range of
attacks ranging from spending too much time on personal websurfing to sabotage,
financial theft, and the theft of IP.

Malware is a generic name for evil software. Numerically, the most frequent
compromises are malware compromises, including viruses, worms, blended
threats, mobile code, and Trojan horses. Nearly every firm has multiple malware
compromises each year. Many malware attacks use social engineering, in which the
victim is tricked into doing something against security policies, such as opening an
e-mail attachment containing malware because the e-mail subject line and body
make opening the attachment seem sensible or enticing.

People tend to envision attackers as being Hollywood movie hackers who can
break into computers almost instantly. In reality, hackersÑpeople who intentionally
access computer resources without authorization or in excess of authorizationÑ
often take a long time to break into computers. They first tend to send probe packets
into a network to identify potential host victims and the applications running on
computers. Once the hacker understands the network, he or she uses an exploit
program to achieve the hack (break-in). The hacker can then do damage at leisure.
Hackers also use social engineering. Attackers sometimes execute denial-of-service
(DoS) attacks. In addition to highly skilled hackers, the vast community of script
kiddies constitutes a serious threat to corporations.

90 Bruce Schneier, ÒAn American Idol for Crypto Geeks,Ó Wired News, February 8, 2007. http://www.
wired.com/politics/security/commentary/securitymatters/2007/02/72657.
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